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HisTorY OF LWE

European Association for
Theoretical Computer Science

2018 Godel Prize
The 2018 Godel! Prize is awarded to Professor Oded Regev for his paper:

e On lattices, learning with errors, random Inear codes, and cryptography Journal of the ACM, volume 56, issue 6,
2009 (prelminary version in the 37th annual Symposium on Theory of Computing, STOC 2005.)

This year the prize will be awarded at the 45th International Colloquium on Automata, Languages, and Programming to
be held during July 9-13, 2018 in Prague, Czech Repubic.

Regev’s paper introduced the Learning With Errors (LWE) problem, and proved its average-case hardness assuming
the worst-case (quantum) hardness of various well-studied problems on point lattices in Rn. It also gave an LWE-based
pubic-key encryption scheme that § much simpler and more efficent than prior ones having simiar worst-case
hardness guarantees; this system has served as the foundation for countless subsequent works. Lastly, the paper
introduced elegant and powerful techniques, incuding a beautiful quantum algorithm, for the study of lattice problems
in cryptography and computational complexity. Regev’s work has ushered in a revolution in cryptography, in both
theory and practice. On the theoretical side, LWE has served as a simple and yet amazingly versatie foundation for
nearly every kind of cryptographic object imaginable—along with many that were unimaginable until recently, and
which stit have no known constructions without LWE. Toward the practical end, LWE and its direct descendants are at
the heart of several efficent real-world cryptosystems.




[ WE-CRrYPTO! STANDARD—CRYPTO!




RSA

(€,2)=1 [mod (p-1)(g-1)]
Pk=(N,e) , Sk=d, Enc(m,PK)=m

Dec(c,SK)=c



How do you pick a “good”, p and q in RSA?
 1978: largest prime factors of p-1, g-1 should be large

* 1981: largest prime factors of p+1 , g+1 should be large

* 1982: If the largest prime factor of p-1 and g-1 is p’ and
q’, then p’-1 and q’-1 should have large prime factors

* 1984: If the largest prime factor of p+1 and g+1 is p’ and
q’, then p’-1 and q’-1 should have large prime factors
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SET OF ALL N=PQ SET OF ALL RSA scHEME
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MUCH STRONGER SECURITY GUARANTEE
IT ASSURES US THAT OUR DISTRIBUTION IS CORRECT
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Figure 3: Two iterations of the algorithm
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Approximate shortest vector problem

Lety > 1.
Search SVP,

Given a lattice basis B € Z*",
find v € £L(B) such that 0 # |[v]] < vA1(L(B)).

Optimization SVP,,

Given a lattice basis B € Z™*",

find d such that d < \1(£(B)) < ~d.

Promise SVP, or GapSVP,

Given a lattice basis B € Z™*™ and a rational r € Q,
determine whether (B, r) belongs to the YES instance (=A:1(£(B)) < r) or to the NO
instance (A1 (L(B)) > ~r).

Surprisingly:
Search SVP, = Optimization SVP,, < Promise SVP,
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Closest vector problem

Lety > 1.
Search CVP,

Given a lattice basis B ¢ and a vector t € Z™,
find v € £L(B) such that ||v — t|| < ~dist(¢, L(B)).

men

Optimization CVP,

Given a lattice basis B € Z™*"™ and a vector t € Z™,
find d such that d < dist(t, L(B)) < ~d.

Promise CVP, or GapCVP,

Given a lattice basis B € Z™*", a rational € Q and a vector t € Z™,
determine whether (B, r, t) belongs to the YES instance (=dist(t, £(B)) < r) or to the
NO instance (= dist(t, L(B)) > ~r).
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Miscellaneous lattice problems

SIVP

Given a lattice basis B € Z™*",
find n linearly independent vectors v, ..., v, € L(B) such that 0 # ||vi|| < v\:i(L(B)).

Bounded distance decoding

Given a lattice basis B € Z™*™ and a vector t € Z™ such that

dist(t,L(B)) < @ foragivenn € N,
1(dist(t, L(B))) '

find v € £L(B) such that ||jv — ¢|| < A -

Covering radius problem

Given a lattice basis B € Z™*",

find the largest distance from any vector to the lattice.
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Learning With Errors: Search Version

Oracle O which outputs samples of the form (a, (s, a) + e),

°0ad Z, is chosen freshly at random for each sample.
@ s e Z,; is the "secret” (and it is the same for every sample).

0cd x (noise distribution- usually is discrete Gaussian over Z) is
chosen freshly according to x for each sample and |e| < B << q.

Definition
The search-LWE problem: Find the secret s given access to Oy

Definition
LWE,, 4, assumption:

For any PPT algorithm A: Pr [ A9 (1") = s] = negligible(n)
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Learning With Errors: Decision Version

Oracle O which outputs samples of the form (a, (s, a) +¢), R an
oracle which outputs uniformly random samples (a, b) & Ly X ZLq.
Definition

Decisional LWE,, ,,, assumption:

For any PPT algorithm A:

|Pr [AO?(I”) =1]—Pr [_AR(I” = 1]| = negligible(n)
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Learning With Errors; Notation

b= (b1,ba,...,bm)

a << 1 : error rate such that ag > /n

@ n : dimension, security parameter

@ Our Universe is Z", Zg, for some g > 2
@ S=(51,82,...,8n) € Zy

@ a; = (ajn, a2, ..., ain) €Zg,i=1,...,m
@ e=(e1,¢e2,...,m) €Ly

°

°
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Learning With Errors; Notation

s1a11 + S2a12 + ... + Spa1, + €1 = by

(S, a1) + e = bl
S1a21 + S2a22 + ... + Spag, + €2 = by

(8, @) + e = by

8$1Gm1 + $2am2 + ... + SnQmn + €m = bm (S,am) + em =bm

| |
A=la a ... a,| =b=5A+¢
|
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Decisional-LWE Versus SIS

SIS: Find a short vector 2z # 0 such that Az = 0.

@ LWE < SIS
@ LWE has more application that SIS
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Some properties of LWE

@ Check a candidate solution s’ € Zg

@ Shift the secret

@ Random self-reduction

@ Multiple secret: (a, (s1,a) +e1,(S2,a) +e2,..., (S a) + ex)
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Theorem
If there is an efficient solver for decisional L\WE,, ,,, 4., then there is an

. . nm
efficient solver for search LWE,, .,y , ., where m' = O(E—Qq)

Theorem
LWE is no easier if the secret is drawn from the error distribution x"




Public-Key Encryption Scheme[R05]

Alice a4 & zpxm Bob
s Z, 'secret key
ed Z%”
b =s'A+¢€
Public key: bt
T
z & {0,1}™
u=Ax

o’ :btx+bit-g
CT=(u,u’)
(7
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As far as we know, Iniccti :
fp— - . R P pone  EEEN e ¥ | L
Search IW E: trivial IWE i1z hard njective: given (A,s° A

there is a unique solution (s, e)

Decisional IWE: impossible (even as hard as 8

m =1




o SKE.KeyGen(1") takes as input the security parameter n and outputs a secret key sk =s + Z7.

o SKE.Enc(sk = s, ) takes as input a secret key s and a message p € {0, 1}, and outputs a ciphertext
(a, (a,s) +e+p- [q/2]),

where a « Zj and e + y are sampled afresh for each ciphertext.

e SKE.Dec(sk = s, (a, b)) takes as input a secret key s and a ciphertext (a, b), and outputs a decryption:

0 if ||b— (a,s)|| < g/4

1 otherwise.




¢ PKE.KeyGen(1") takes as input the security parameter n, samples A + Z7;"™ and e + x™, and
outputs a key-pair (pk, sk) where sk = s + Z" and pk = (A,sT A + eT).

e PKE.Enc(pk = (A,b" ). 1) takes as input a public key (A, b?) and a message p {0,1}, samples a
short vector r + {0,1}"™, and outputs a ciphertext

(Ar,bTr + p - [q/2]).

o PKE.Dec(sk = s, (u, v)) takes as input a secret key s and a ciphertext (u, v), and outputs a decryption:

0 if|jv—sTul| < q/4

1 otherwise.




Hvbrid 1

e pk=(A.b")=(A,sTA +e”) for A ZI*"
e ot = PKE.Enc(pk,0) = (Ar.b"r) for random r « {0, 1}"

Hvbrid 2
o pk=(A.b" ) for A « Z;"™ and random b « &7

e ot = PKE.Enc(pk,0) = (Ar,b"r) for random r « {0, 1}"

| WE— ASSUMPTION



Hvbrid 2

o pk=(A.b") for A « Z7"™ and random b « Z7

e ot = PKE.Enc(pk.0) = (Ar,b"r) for random r « {0, 1}™

Hvbrid 3
o pk=(A,b") for A « Z7*™

Tn i3

e ot = (Wwv)+ & x £y

LEFT OVER HAaSH LEMMA



Hyvbrid 3
. .;"‘r" = (A, hll for A — &

an

Hybrid 4

o pk=(A.b" ) for A+ Z;"™ and random b « L7

¢ ct = PKEEnc(pk, 1) = (Ar,b'r + [¢/2]) for random r « {0,1}™

LEFT OVER HAasSH LEMMA



Hvbrid 4
o pk= (A, b™) for A « g™ and random b « Z7°

e ct = PKE.Enc(pk,1) = (Ar,b"r + [¢/2]) for random r + {0, 1}™

Hyvbrid 5

] _ - o o .
e pk={(Ab 1=(As At+e Jfor A I "™ s+ L, 83"
] ) . ) , , .

e ot = PKE.Enc(pk,1) = (Ar.b"r + [g/2]) for random r « {0,1}™

| WE— ASSUMPTION



Hybrid 1
o phk=(Ab")=(AsTA+e")for A "™, s+ I e x™
e ot = PKE.Enc(pk.0) = (Ar,b"r) for random r « {0, 1}™

Hvyvbrid 2

e pk=(A,b") for A+ Z7"™ and random b + Z7

e ot = PKE.Enc(pk.0) = (Ar,b"r) for random r « {0, 1}™

Hybrid 3
e pk=(A,b") for A « Zy™™ and random b +

= (nv)« & x L

Hybrid 4
e pk=(A,b") for A+ Z7"™ and random b+ Z7

e ot = PKE.Enc(pk,1) = (Ar,b" r + [¢/2]) for random r « {0,1}™







Dual Public-Key Encryption Scheme[GPV08]

Alice A& zpxm Bob
z & 0,11
Public key: u=Ax
R
s& Ly
bt =s'A+¢

b’=stu+e’+bz’t-%

CT=(bt,b)
<7
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Key Exchange from LWE[RO5]

Alice A& g Bob
s,elﬁZ” r,e2<§Z”
=5 -A+e v=A-r'+e

ut

__)

"4

<_

k= s'v+ Error
k=s"-r+ Error
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