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Public Key Encryption Scheme with LWE

Hardness of LWE 
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History of LWE
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Security based on a worst-case problem

LWE-Crypto! Standard-Crypto!

Security based on a Av-case problem

No Quantum attacks “YET”

Broken by  Quantum alg

Very Simple Computations

Usually Heavy Computations, Exponentiation
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RSA

N=pq

(e,d)=1 [mod (p-1)(q-1)]

Pk=(N,e) , Sk=d, Enc(m,PK)=me

Dec(c,SK)=c
d
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How do you pick a “good” , p  and q in RSA?

WHY Average-Case hardness is not enough!

• 1978: largest prime factors of p-1 , q-1 should be large

• 1981: largest prime factors of p+1 , q+1 should be large

• 1982: If the largest prime factor of p-1 and q-1 is p’ and 

q’, then p’-1 and q’-1 should have large prime factors

• 1984: If the largest prime factor of p+1 and q+1 is p’ and 

q’, then p’-1 and q’-1 should have large prime factors

Slide credit : Regev
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Set of all N=pq Set of all RSA scheme

Average-Case hardness 

Slide credit : Regev
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Much stronger security guarantee

Worse-Case hardness

It assures us that our distribution is correct

Slide credit : Oded Regev
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GapSVP,
SIVP

«  Quantum Reduction
[R05]

GapSVP

Search-
LWE

Decision
-LWE

«  Classic Reduction
[P09]

«  Classic Reduction
[R05,BFKL94,..]

Hardness of LWE
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Approximate shortest vector problem
Let γ ≥ 1.

Search SVPγ

Given a lattice basis B ∈ Zm×n,
find v ∈ L(B) such that 0 6= ‖v‖ ≤ γλ1(L(B)).

Optimization SVPγ

Given a lattice basis B ∈ Zm×n,
find d such that d ≤ λ1(L(B)) ≤ γd.

Promise SVPγ or GapSVPγ

Given a lattice basis B ∈ Zm×n and a rational r ∈ Q,
determine whether (B, r) belongs to the YES instance (=λ1(L(B)) ≤ r) or to the NO
instance (λ1(L(B)) > γr).

Surprisingly:

Search SVPγ ⇒ Optimization SVPγ ⇔ Promise SVPγ
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Closest vector problem

Let γ ≥ 1.

Search CVPγ

Given a lattice basis B ∈ Zm×n and a vector t ∈ Zm,
find v ∈ L(B) such that ‖v − t‖ ≤ γdist(t,L(B)).

Optimization CVPγ

Given a lattice basis B ∈ Zm×n and a vector t ∈ Zm,
find d such that d ≤ dist(t,L(B)) ≤ γd.

Promise CVPγ or GapCVPγ

Given a lattice basis B ∈ Zm×n, a rational r ∈ Q and a vector t ∈ Zm,
determine whether (B, r, t) belongs to the YES instance (=dist(t,L(B)) ≤ r) or to the
NO instance (= dist(t,L(B)) > γr).
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Miscellaneous lattice problems

SIVP

Given a lattice basis B ∈ Zm×n,
find n linearly independent vectors v1, ..., vn ∈ L(B) such that 0 6= ‖vi‖ ≤ γλi(L(B)).

Bounded distance decoding

Given a lattice basis B ∈ Zm×n and a vector t ∈ Zm such that

dist(t,L(B)) <
λ1(L(B))

n
for a given n ∈ N,

find v ∈ L(B) such that ‖v − t‖ < λ1(dist(t,L(B)))

n
.

Covering radius problem

Given a lattice basis B ∈ Zm×n,
find the largest distance from any vector to the lattice.
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Learning With Errors: Search Version

Oracle Ons which outputs samples of the form (a, 〈s,a〉+ e),

a $←− Znq is chosen freshly at random for each sample.
s ∈ Znq is the ”secret” (and it is the same for every sample).

e
$←− χ (noise distribution- usually is discrete Gaussian over Z) is

chosen freshly according to χ for each sample and |e| ≤ B << q .

Definition
The search-LWE problem: Find the secret s given access to Ons .

Definition
LWEn,q,χ assumption:

For any PPT algorithm A: Pr
[
AOns (1n) = s

]
= negligible(n)
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Learning With Errors: Decision Version

Oracle Ons which outputs samples of the form (a, 〈s,a〉+ e), R an

oracle which outputs uniformly random samples (a, b) $←− Znq × Zq.

Definition
Decisional LWEn,q,χ assumption:
For any PPT algorithm A:∣∣Pr [AOns (1n) = 1

]
− Pr

[
AR(1n) = 1

]∣∣ = negligible(n)
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Learning With Errors; Notation

n : dimension, security parameter
Our Universe is Zn,Znq , for some q ≥ 2

s = (s1, s2, . . . , sn) ∈ Znq
ai = (ai1, ai2, . . . , ain) ∈ Znq , i = 1, . . . ,m

e = (e1, e2, . . . , em) ∈ Zmq
b = (b1, b2, . . . , bm)

α << 1 : error rate such that αq >
√
n
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Learning With Errors; Notation


s1a11 + s2a12 + . . .+ sna1n + e1 = b1

s1a21 + s2a22 + . . .+ sna2n + e2 = b2

:

s1am1 + s2am2 + . . .+ snamn + em = bm

,


〈s,a1〉+ e1 = b1

〈s,a2〉+ e2 = b2

:

〈s,am〉+ em = bm

A =

 | | |
a1 a2 . . . am
| | |

⇒ bt = stA+ et
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Decisional-LWE Versus SIS

SIS: Find a short vector z 6= 0 such that Az = 0.

LWE ≤ SIS

LWE has more application that SIS
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Some properties of LWE

Check a candidate solution s′ ∈ Znq
Shift the secret
Random self-reduction
Multiple secret: (a, 〈s1,a〉+ e1, 〈s2,a〉+ e2, . . . , 〈sk,a〉+ ek)
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Theorem
If there is an efficient solver for decisional LWEn,m,q,χ, then there is an
efficient solver for search LWEn,m′,q,χ, where m′ = O(

nmq

ε2
)

Theorem
LWE is no easier if the secret is drawn from the error distribution χn
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Public-Key Encryption Scheme[R05]

Alice A
$←− Zn×mq Bob

s $←− Znq :secret key

e $←− Zmq
bt = stA+ et

Public key: bt−−−−−−−−→
x

$←− {0, 1}m
u = Ax

u′ = btx+ bit · q
2

CT=(u,u′)←−−−−−−
u′ − stu
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For which values of m is the LWE problem hard?



Secret Key Encryption from LWE 



Public Key Encryption from LWE 



Public Key Encryption from LWE- Security Proof 

LWE- Assumption



Public Key Encryption from LWE- Security Proof 

Left Over Hash Lemma



Public Key Encryption from LWE- Security Proof 

Left Over Hash Lemma
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Public Key Encryption from LWE- Security Proof 

LWE- Assumption
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Public Key Encryption from LWE- Security Proof 
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thanks!



Dual Public-Key Encryption Scheme[GPV08]

Alice A
$←− Zn×mq Bob

x
$←− {0, 1}m

Public key: u=Ax−−−−−−−−−−−→
s $←− Znq

bt = stA+ et

b′ = stu+ e′ + bit · q
2

CT=(bt,b′)←−−−−−−
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Key Exchange from LWE[R05]

Alice A
$←− Zn×mq Bob

s,e1
$←− Zn r,e2

$←− Zn
ut = st ·A+ e1 v = A · rt + e2

ut−→
v←−

k = stv + Error
k = st · r + Error
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